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Integrated Resource Allocation Model )
for Cloud and Fog Computing: Toward e
Energy-Efficient Infrastructure

as a Service (IaaS)

Mohammed Joda Usman, Abdul Samad Ismail, Hassan Chizari,
Abdulsalam Ya’u Gital, Haruna Chiroma, Mohammed Abdullahi
and Ahmed Aliyu

Abstract Cloud is transmigrating to network edge where they are seen as virtualized
resources called “Fog Computing” that expand the idea of Cloud Computing per-
spective to the network edge. This chapter proposes an integrated resource allocation
model for energy-efficient Infrastructure as a Service (IaaS) that extends from the
network edge of the Fog to the Cloud datacenter. We first developed a new architec-
ture and introduced a policy on the Fog end where a decision will be made to either
process the user request on the Fog or it will be moved to the Cloud datacenter. We
developed a decision model on top of the architecture. The decision model takes into
consideration of the resource constraints of CPU, Memory, and Storage. Using this
will improve resource utilization as well as the reduction in energy consumption by
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a datacenter. Finally, we addressed future research direction considering the model
components and its performance.

Keywords Virtual machine - Cloud datacenter - Resource allocation + Energy
efficiency + Fog Computing

1 Introduction

Cloud Computing is a universal term used for the delivery of hosted services and
resources connected with the Internet that are pre-packaged using virtualization tech-
nology. The technology allows the creation of duplicate servers or computer system
known as a virtual machine (VM). The concept of utilizing Cloud Computing allows
companies, industrics, and organization to have their Computing resources as a utility
that is on a pay-per-use basis instead of building and keeping computing infrastruc-
tures in your premises. More so, Cloud Computing has rapidly become known as
a successful paradigm for providing ICT infrastructure support. There is an enor-
mous growth in this area for the past few years. The broader acceptance of Cloud
Computing domain contributes to the development of large-scale datacenters. The
datacenters provide services through their respective deployment and service mod-
els presented in various means and at different stages of the datacenters as shown
in Fig. 1. The services are laaS, Software as a Service (SaaS), and Platform as a
Service (PaaS) [1, 2]. There are a lot of benefits using Cloud which includes pay-
per-use, instant on-demand self-service provisioning, rapid elasticity, and resource
pooling [3].

Cloud datacenters are the strength of today’s demanding ICT infrastructure.
Therefore, energy-efficient resource utilization is growing gradually and becom-
ing important [4, 5]. Furthermore, the Cloud is transmigrating to the network edge
where they are seen as virtualized resources called “Fog Computing” that expand
the idea of Cloud Computing perspective to the network edge. The Fog and Cloud
used similar resources that are identical in characteristics such as networking and
computing devices with storage. They also share the same techniques associated
with energy-efficient resource allocation and utilization. Although Fog Computing
relies on routers and edge devices that are usually away from the hub datacenter.
On the other hand, there are applications such as mobility-based services, health-
monitoring devices, sensor networks with actuators, and emergency response ser-
vices that require real-time response. If Cloud Computing alone will be used, it will
require many resources from the sources to the edge and round it back to the Cloud
datacenter. This leads to inefficient usage of the Cloud datacenter infrastructure, poor
scheduling policies, and resource wastage are the reason for high-energy consump-
tion in datacenters, not their size. Therefore, energy efficiency remains a serious
problem for datacenter service providers.

Among the means to address this problem is to reduce the potentialities of the
Cloud datacenters due to the used of virtualization technology [2]. The virtualization
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Fig. 1 Classification and models of Cloud Computing

allows Cloud administrators to create many VM instances on a physical machine
(PM) or server. Thereby demanding few physical resources unlike in the past, thus
the resource utilization is improved. Alternatively, reducing energy consumption will
be realized by turning off or switching PMs that are in the idle state to low-power mode
state (i.e., sleep, hibernation). This approach also reduces the idle power consumption
in the datacenters. This method enhances the condition of power consumption in
the datacenter, but it is often not sufficient, due to the dynamic and heterogeneous
nature of the Cloud environment. Yi et al. [6] in their survey they have find out
unsolved Cloud Computing challenges because of their underlying problems such
as resource utilization, central access, inadequate mobility support, and location
awareness. Therefore, Fog Computing can address these challenges if properly apply
in the Cloud domain. Combining the Fog with Cloud Computing is one of the most
logical steps for building an adaptable and scalable platform that strengthens the IoT
[7]. This will continue to support and increase the inescapable interplay of the Fog
and the Cloud domain in years to come. Therefore, there is a need for integrating
the Cloud and Fog Computing architecture for realizing energy efficiency in Cloud
datacenter laaS.

The focus of this research work is how to realize energy efficiency using resource
allocation strategies and policies that can be applied to virtualized Cloud datacenter.
Unlike existing studies [8—13], our approach will integrate Cloud IaaS with Fog Com-
puting resources on a single datacenter. The integration will bring a new form of appli-
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cations and services within the Cloud datacenter environment that reduces resource
under-utilization and energy consumption. We also develop a decision model that
takes into consideration of the resource constraints and their capacity at the Fog edge.
Furthermore, the model determines whether the user’s request will be executed on the
computational infrastructure of Fog or Cloud datacenter. Also, we recommend future
research direction considering the operational components, execution environment,
and performance of the integrated environment.

The rest of the book chapter is organized as follows. Section 2 discusses the related
work. Section 3 presents the Cloud and Fog Computing overview. Section 4 describes
the needs for Cloud and Fog Computing with the proposed model. Section 5 outlines
the future issues and direction of the research and Section 6 concludes the book
chapter.

2 Related Works

Deng et al. [14] and Al Faruque and Vatanparvar [15] presented their work with
resource provisioning of Fog and its related services. They focus mainly on the
energy consumption of Fog—Cloud interaction of devices installed at smart houses
or cities. Furthermore, they consider the different stages of energy consumption as
well as the latency trade-off between the Cloud—Fog. Deng et al. [14] and Tang
et al. [16] introduce a distributed architecture of Fog Computing that has big data
analysis capabilities used in smart cities. They designed a four-layered architec-
ture that supports immediate response and intelligence report for future smart cities.
The computing nodes at each layer of the architecture execute applications that are
latency-sensitive and support quick control loop to protect the safeness of some vital
infrastructure resource components. They focus on the integration of Cloud IaaS
with next-generation smart cities. It provides high computing performance that sup-
ports future intelligence smart cities. However, the authors consider response time
only. Thus, leaving abundant resources under-utilized. Stojmenovic [17] expands the
concept of Fog and Cloud Computing to the decentralized smart controller in survey
paper. They recognize cloudlets often known as task as defined in Fog domain. The
authors describe the cloudlets using scenarios in software-defined networks (SDN).
They make a recommendation on the existing approach, which needs modification to
adopt two layers Fog—Cloud Computing. Smart Cargo concept has been introduced
by Costa et al. [18]. The authors integrate traditional technologies and frameworks
ascertain from the cargo environment. Besides, the concept combined the capabilities
of a Fog Computing centralization and scalability offered by Cloud paradigm applied
to the freight transport domain. They explore home energy management (HEM) and
a micro-grid-level energy management over a Fog Computing platform with a cus-
tomized controller. This method shows a paradigm shift that takes away computing
application and data services control from Cloud to Fog Computing. Therefore,
the approach makes multimodal freight transport attained real-time awareness with
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future environmental prediction, but they did not consider the limitation of the Fog
devices and/or nodes.

Fog Computing has been used as a new platform for energy management by Vatan-
parvar et al. [19] and Al Faruque and Vatanparvar [15]. The platform allows the inter-
action of different devices’ interoperability and operational flexibility. Furthermore,
they implemented two prototypes of HEM and micro-grid-level energy management
that separates control and data communication layers. The platform is adaptive and
scalable due to its open architecture. However, they focus on energy management
of residential houses, not datacenters. Masip-Bruin et al. [20] proposed a layered
architecture that shows the need for the coordinated management of Fog—Cloud sys-
tems. The authors use medical emergency scenario to evaluate the performance of
the architecture. The F2C (Fog 2 Cloud) architecture optimizes and improves the
execution time of applications compared with traditional Cloud services.

Madsen et al. [21] present the challenges and reliability posed by current Comput-
ing paradigms for reliable Fog platforms. The approach incorporates the networks of
smart devices communicating with the Cloud. While it may be true, the authors con-
clude that the design and development of Fog Computing projects are demanding.
Therefore, this strategy did not offer a new approach that is reliable for the network
of smart devices in Fog Computing standard. Thus, the acceptance of Fog-based
access call for the implementation of algorithms that deals with network reliability
of smart devices. The authors focus on Fog devices that are operating under specific
circumstances that inquire for fault tolerant technique, not resource utilization or
energy management. Similarly, Bonomi et al. [22] analyze key distinct features of
Fog and how it complements Cloud Computing. Main goal of this research work is to
examine the used instances that motivate the need for Fog. This approach emphasizes
the relevancy of Fog to IoT and Big Data Space (BDS) paradigm. Finally, the authors
provide a high-level characterization of Fog’s software architecture, giving promi-
nence to the different components and the technological requirement to achieve the
Fog vision.

A placement resource migration technique for Cloud and Fog is presented by
Ottenwilder et al. [23]. The authors demonstrate how application understanding of
complex event processing (CEP) system is applied to make live VM migration bet-
ter. The needed bandwidth for the technique to perform the VM migration has been
reduced substantially. The resources that are considered to be network-intensive are
directed on distributed Fog nodes. On the other hand, the computationally intensive
resources were hosted in the datacenter. This method reduces the migration cost due
to the direct selection of the destination of resources to be migrated which assures
sufficient network utilization over a period of time. The network utilization and
mobility pattern have been improved. Thus, other resources and workload mobil-
ity have not been optimized due to the computationally intensive task by the Fog
devices. The immense demand for geo-distribution, mobility support, low latency,
and location-based application is becoming high in both Fog and Cloud domains.
Therefore, to solve the above-mentioned problem, a resource-provisioning mecha-
nism for VM-based tactical cloudlets has been proposed by Lewis et al. [24]. It is
a strategy that can be hosted on a vehicle or other platforms for providing IaaS that
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endorses computation offloading and data forwarding at the edges of the Fog devices.
The aim is to increase position awareness that will improve the decision making of
moving the resources used in Cloud close to the Fog. This will encourage energy
efficiency in mobile devices, lower latency and change provisioning policy in tactical
environment. Although the cloudlets has been successful in supporting the mobile
devices, the approach did not consider the limitation of the mobile devices in terms
of running applications.

Aazam and Huh [25] proposed a solution using smart gateway-based communi-
cation (SMBC) with Fog Computing to realize smart communication and resource
management. It alleviates the core network communication overhead of the Cloud
datacenter. Using this method makes it easier to create better services for the Cloud
in an efficient manner. However, resource utilization and energy saving are not their
focus. Similarly, Aazam and Huh [26] presented another service-oriented resource
management model (SORMM) for Fog Computing. The model performs adequate
resource management for IoT deployments. It also uses a framework for resource
management to predict user’s resource usage and to also pre-allocate resources based
on the probabilistic behavior that determines the future usage by the user. The used of
this prediction strategy by the consumed resources bring good standard and efficiency.
However, they did not present any evaluation or simulation result that supports their
model. Nishio et al. [27] presented a mathematical framework for service-oriented
utility in heterogeneous resource environment. In mobile Cloud concept, the hetero-
geneous resources are measured in standards, such as power, bandwidth, and latency.
Neighboring nodes within a local area network (LAN) form a cluster group termed
local Cloud. The nodes shared the resources within the LAN and other nodes from
the clusters in the same local Cloud. Then from there, the Fog device is selected from
the nodes in each local Cloud by local resource coordinator. However, the model did
not take into consideration of resource utilization and energy consumption.

Dsouza et al. [28] proposed a relevant schema with a preliminary policy manage-
ment framework followed by a detail description of the policy. The authors identified
Fog Computing novel features. These key features have been identified with chal-
lenges that are inherent in managing the policies. It becomes vital to endorse ensure
resource sharing and collaboration to reuse data within heterogeneous Fog environ-
ment. The model is effective in resource management for enterprise used but not
Cloud datacenter. Recent development of Fog Computing is presented by Dastjerdi
et al. [29], and the authors design a reference architecture for Fog and discussed
their challenges. They pointed out issues that need urgent attention including secu-
rity, resource management, and energy usage minimization are still in needs of the
solution.

3 Overview of Cloud-Fog Computing

The Cloud Computing is the Cloud datacenter structural system, which is a building or
room full of computing servers on premises or remote location. It also includes other
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related equipment and resources. Whereas the Fog Computing is being considered
as a term that is originally coined by Cisco, that is, in many ways the same or necarly
the same with edge Computing or nano-Cloud. The main distinct feature of the Fog
when compare with the Cloud is that the platform and resources used by Fog are
always at the network edge of an enterprise or institution with limited computational
capabilities. The attribute of the Fog and other associated components and platforms
are discussed in the following sections.

3.1 The Cloud Computing Architecture

The Cloud Computing architecture is the structure and organization of the system,
which comprise on premises and computing resources (physical or logical) such
as available services, middleware, software components, storages, geo-location, the
externally visible properties of resources and their relationships to provide services
to users through the network [30]. Recently, Cloud Computing reference architecture
recognizes the major actors and classifies them based on types, models, as well as
their behavior. More so, Cloud architecture has been considered as a generic high
level that is proposed to help the understanding of the user demands, characteristics,
and principles used in this domain.

This architecture comprises two parts: the front end and the back end. The front
cannot operate independently without the support of the back and vice versa. All
requests coming into the Cloud mostly come from the front end. This connects usually
with the back end through a network communication system. What differentiates the
front with the back end is the source of the request. The request always comes from
the users who are usually known as client or consumers of services from the front end.
The back end is where the requested services by the clients are hosted which is the
Cloud side of the system. The users do not care where the request or information is
stored or processes rather they are after service delivery and reliability from the Cloud
side. Therefore, the front end is composed of user’s resources such as computing and
network resources with the required application to access the Cloud Computing
resources. The Cloud Computing resources usually include physical machines (PM)
also known as servers, storages, network communications, and different applications
and operating systems running concurrently to service user’s request. Requests of
application in the Cloud are usually run on virtual machines (VM) hosted on the PM.
These resources are managed by the administrator who manages and monitors the
resource as well as the traffic within the Cloud environment. The management of the
resources in the Cloud has to follow a set of rules known as a protocol with the special
help of middleware. The middleware will allow the computers to communicate with
each other over the network [30].
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3.2 The Fog Computing Architecture

The Fog Computing system-level architecture has been modified to achieve maxi-
mum efficiency for the scattered Computing nodes used to perform the computational
task with storages, processes, and networking capabilities according to various crite-
ria within an Internet of Everything (IoE) domain [31]. The Fog Computing encom-
passes a tiered organization of Fog nodes all over the network amid sensors and the
Cloud at the central core of the network system [32]. The Fog architecture constitutes
a change from conventional access systems and trust on Cloud models, to the latest
computation model that moves computational request close to the network edge often
referred to edge Computing [33]. The nodes are not completely fixed to the edge but
should be seen as a variable within the system of connectivity.

The Fog architecture provides the correct support and attempts to bring into the
balance between resource content of the three most basic capabilities at the edge of
the network level where they are optimally located. The Fog layers as shown in the
figure above are located between different network levels of the Cloud and the Fog
resources known as nodes. As a result, the Fog makes a connected graph, with the
corresponding Fog nodes located at different levels, which forms an interconnected
topology between core smart objects and layers Cloud components [32-35]. Stor-
age and network bandwidth are the essential attributes of Fog architecture found at
different levels.

4 The Need for Integrating Cloud and Fog Computing

There is always a need to utilize the Computing power available at the edge of the
network which is the Fog. This can only be realized by taking Cloud concept which
includes flexibility, agility, and distributed nature as well as network storages and
moving them toward the devices that generate the data. Integrating Fog with Cloud
Computing is more convenient than migration. The Cloud has been standardized in
terms of information exchange and emerging use of services such as web, machine-
to-machine communication (M2M) and used open sources. As the Fog devices are
becoming smarter and intelligence that serve as the extension of the Cloud where
user’s requests are no longer centralized. Therefore, bringing in new concept of
decentralization due to the massive computation at the edges of the network. The
integrated architecture has been designed based on the Cloud and Fog characteristics
as shown in Fig. 2.

This clearly shown the limitation of each of the architecture in terms of latency,
hardware used, location awareness, and response time. Moreover, this has also lead
to the need for their complimentary services toward energy efficiency in the Cloud
datacenter. The integration of the Fog—Cloud architecture take into consideration the
limitation of both Cloud and Fog Computing, thereby providing a new solution that
improves energy efficiency, resource utilization, and data optimization.
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Fig. 2 Challenges of Cloud and Fog Computing architecture

4.1 Operational Framework of Cloud-Fog Computing

Figure 3 shows the framework for the integrated model of Cloud-Fog Computing.
The framework is divided into four distinct parts with the objective of achieving
energy efficiency in the Cloud datacenter. The users are the consumers of the ser-
vices and always make application request. These requests are usually processed at
the datacenter which consumed high energy due to inefficient resource utilization.
Therefore, we have introduced a new concept whereby a user’s request is process
on the Fog using workload allocation model. This model has three decision criteria
due to the inherent limitation of the Fog resources in terms of processing, storage,
and memory else the request will be sent to the Cloud. The Cloud will now look at
the request and allocate appropriate resource for it using resource allocation linear
model. We also show how the Fog interacts with the Cloud through the gateway.

4.2 The Proposed System Architecture of Cloud-Fog
Computing

Figure 4 shows the overall system component of the proposed architecture with
a brief explanation of their role while Fig. 5 shows the integrated architecture of
Fog/Cloud.

The proposed system architecture shows the integration of Cloud and Fog archi-
tecture. The datacenter resources such as server processor and network which enable
on-demand and dynamic allocation of resources while minimizing the datacentre
energy consumption. The approach is model-based using resource allocation linear
model of the TaaS that is handled by the Cloud Management System (CMS) which
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include brokers, service monitors, and energy optimizers. While for the Fog is handle
by the integrated resource management system (IRMS) which includes the sensor
as well as resource constraints. The technique will overcome the limitations of both
the Cloud and the Fog.

The Cloud Computing players include users, application request, service
providers, and CMS and the other side of the architecture is connected with the com-
munication gateway through the IRMS. The Fog physical resources are organized
based on their application areas and execution environment. In Cloud datacenter set-
ting, users are regarded as one of the important entities since they are the end users

O Users (0]
& T &%

Fog
workload allocation
using decision.model

Cloud
resource allocation using
linear programming
model

//l:'nergy Efficiency ™,

t 4

Gateway

Fig. 3 Operational framework of energy efficient Cloud—Fog Computing
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Fig. 4 Components of the architecture
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Fig. 5 Integrated architecture of Cloud and Fog Computing

of the services provided by the Cloud IaaS. They sent application requests that are
operated in distinguish VMs hosted on different servers while the service providers
owned the applications that provide services to the users.

More so, users submit their request to the Cloud provider through the CMS,
specifying the number of VMs needed for each application and their requirement in
terms of memory, storage, CPU, and network. Other functional components of the
CMS collect run-time statistics of the resources including availability, utilization,
and status of the resources. This information will be published for decision making
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by the data center based on their resource policy requirement define in the service
level agreement (SLA).

On the other part of the architecture, we push away the applications, data, and
services from distributed nodes to the network edge. Therefore, this will allow the
IRMS to perform its function and decide where to place the applications and data
based on the application requirement.

4.3 Assumption of the Cloud-Fog Model

The integration of Cloud—Fog Computing separates the workloads between the two
components. This also leads to the efficient utilization of resources hence reduces
the energy consumption. The detail assumptions of our architecture are as follows:

1. A request represents a user’s computational request or task.

2. All requests come from Fog Computing environment considering three con-

straints such as CPU, storage, and memory.

The constraints are presented as U(R;), U(R,), and U(R3).

4. U(R;)isthe cumulative resource requirement of the user request, @ is the threshold
of the fog resource capacity, where «, 8, and y represent resource requirement
of a given task, where the task will be 7'y, T, T3, ..., T),.

5. Based on the assumption, the workload forwarded to the Cloud is in the form of
tasks.

6. The resource allocation requests by users must provide the detail of resource
usage for the task. Otherwise, if the user requests are more than the available
resources, the request has to wait in the queue for the next allocation.

7. All hosts in Cloud-Fog consume energy in idle state and denoted as Ppy.

8. Hosts consume maximum cnergy at the highest stage of utilization which is
denoted as P p,y.

9. Hosts put the request in the waiting queue if its CPU utilization is at pick level
or it reaches its threshold.

et

4.4 Decision Model for Cloud-Fog Architecture

In optimization, the resource constraints usually affect the solution. Therefore, how
to select and decide where the resource will be run is an essential element for realizing
efficient resource utilization and energy consumption in optimization, the resource
constraints usually affect the solution. Therefore, how to select and decide where the
resource will be run is an essential element for realizing efficient resource utilization
and energy consumption. For the Fog Computing resources, the assumption is that
the number of constraints which includes CPU, storage, and memory are presented
as U(Ry), U(R;), and U(R3). U(R;) is the cumulative resource requirement of the
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user request, ¥ is the threshold of the fog resource capacity, and where «, 8, and y
represent resource requirement of a given task, where the task willbe Ty, T, T3, ...,
T,.

Thus, the resource utilization function for single resource can be denoted as:

URD =) o e
i=1
U(R;) < 0; assign to Fog resources

Single Decision Creteria ) )
Otherwise; assign to Cloud resources

The decision criteria for single-resource constraint take into consideration the
size of the resource «; which is being requested by the user. It checks the requested
resource threshold @ capacity whether it can be processed at the fog level else it will
forward the request to the cloud.

For double-resource constraint’s request, assuming we have a task that requires
more than one resource at a time for execution. Thus, the resource utilization function
can be denoted as:

U(R])ZZO{,‘ (2)

i=1

n
UR) =) B 3)
i=1
U(Ry) < @1; and U(Ry) < @,; assign to Fog resources

Double Decision Creteria . .
Otherwise; assign to Cloud resources

The decision criteria for double-resource constraint also take into consideration
the size of the resource «; and B; which is being requested by the user. It checks
the requested resource threshold @ capacity whether it can be processed at the fog
level else it will forward the request to the cloud. Whereas the multiple resource
constraints request, assuming we have a task that requires more than two resource at
a time for execution. Thus, the resource utilization function can be denoted as:

UR) =Y a “)
i=1

UR) =) B )
i=1

UR) =) v 6)

i=1
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U(Ry)) < @1; U(Ry) < @y; and U(R3) < @3;
Multiple Decision Creteria assign to Fog resources

Otherwise; assign to Cloud resources

The decision criteria for multiple resource constraints take into consideration the
size of the resource «;, B;, and y; which are being requested by the user. It checks the
requested resource threshold @ capacity whether it can be processed at the fog level
else it will forward the request to the cloud. The Fog Computing resource capacity
is given as

(N

0 <06 < f;; allocate to fog i
otherwise; allocate to cloud

N is the number of available fog devices ¢
fi resource capacity in terms of RAM, CPU, and storage.

4.5 Optimization Problem

Resource allocation and energy efficiency of the overall Cloud datacenter can be
denoted as linear programming (LP) problem to reduce the energy consumed E, as
represented in Eq. (8).

Minimize E = Xn: Xr: Ei(r) 8)

r=li=1
Subject to

Ui(1)

Ei(t) = (Pmax — Ppin) * 100

+ Pmin ©)

n
Ui(t) =Y Ui; <Peakload at time 7, VR; € RandVr; € T (10)
j=1
Uij =0, when the user request j is not serve on node R;

Uij =1, when the user request j is serve on node R;

Equations (8) and (9) indicate that minimization of energy consumption is pro-
portionally subjected to the utilization of resources based on the user request for
the time 7. Our models relate to the overall Cloud Computing environment’s energy
consumption to total utilization represented by U as can be formulated in Eq. (8).
In the equation, u is the percentage value of the processor utilization, E(u) is the
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energy consumed by CPU at the utilization u%, and Pmax — Pjp are the power
consumption at maximum performance in watt and at idle, respectively.

4.6 Performance Evaluation

Fog does not replace the Cloud which have lots of advantages because of its central
and scalable features. The Cloud datacenters offer unlimited virtual processing capa-
bilities and an on-demand resource usage model. To explain our contribution, the
storage, processing, and memory constraints have been considered in the decision
criteria model. Therefore, we use the idea of resource modeling criteria as the key
idea for the integration of Cloud and Fog to reduce energy consumption and maxi-
mize resource utilization of IaaS. To ensure the quality of our developed model, we
cautiously perform some experiments based on assumption. From the assumption,
all requests are coming from the Fog environment handle by IRMG. Therefore, the
decision models will now decide where the request will be processed based on the
threshold limit set by the model. In the following, we show some results obtained
by using the decision model which includes single-, double- and multiple decision
criteria.

From Fig. 6, it shows the uses of single-resource request from fog environment.
When the requested resource by the user has not exceeded the fog capacity as define
in the model, we can say that it has an upper and lower boundary of the requested
resource. If resource happens to be at the lower boundary (less than 6). Then, the
request will be handled by the Fog schedulers. Likewise, when the request is greater
than 0 then the resource request will be forwarded to the cloud datacenter through
the gateway. In the datacenters, the CMS will handle the request and allocate an
appropriate resource for the user request. The request will be executed based on
first-come first-serve. As shown in Fig. 6 anything above the 6 will be processed in
the cloud datacenter. This will improve resource utilization of the Fog and Cloud, as
well as the energy efficiency of the datacenters.

Figure 7 shows the user request for double resource. In this case, the decision
model will make a complex decision when the requested resources are not same.
This is due to the nature of the application. Some applications require much memory
than storage and vice versa. In this case, the decision criteria will not compare the two
requests and in case of any of the request exceed Fog capacity 6, then the request will
be moved to the cloud datacenter. However, when the request has not been exceeded
6, then it will be processed within the Fog environment. In addition, Figs. 8 and
9 show multiple decision criteria. In this case, the user’s request is treated in the
same way as single- and double-decision criteria. However, we have shown how the
multiple resource requests will be processed in Fog. This can only be achieved when
the user request has not exceeded the threshold for the three constraints. In case of
any of the requests have been exceeded the threshold, the resource request will be
moved to the Cloud datacenter.
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Based on this model and its analysis, we can say that the energy efficiency of
the datacenter and resource utilization has been improved. This is due to the work-
load and application processing migration when the user’s request exceeded the
threshold of the Fog environment. Therefore, this triggers the interaction of the two-
environment Fog—Cloud resource. But when the average workload is less than the
threshold value then the user’s request will be processed at the Fog environment.
Therefore, only application that require much CPU, Memory and Storage will be
sent to Cloud datacenter for processing. This allows the efficient use of the Cloud—
Fog resource that eliminates the loss of data, massive communication bandwidth,
and energy consumption.

5 Future Issues and Direction

Based on our discussion in the literature, there are important aspects of Fog and
Cloud Computing paradigm due to their inherent finite resource capacity offered
as a service to users. Therefore, there is a need to explore the issues that are left
behind because of the compromise in solving the existing problems. This will bring
advancement in finding solutions to the existing issues that require urgent attention
of the researchers in this domain. Some of the issues and future research direction
are discussed in the following section.

Resource Provisioning This deals with choosing and deployment of programs run
time for applications which can be dynamic or static. It is found from the literature,
very few research works have considered dynamic resource provisioning or using
both static and dynamic in Cloud—Fog environment. Many important aspects such
as latency, mobility, network traffic, and resource availability are still unexplored.
To efficiently use both Cloud and Fog resources, application of different techniques
on resource provisioning and service management will be a promising subject in the
theme of Cloud-Fog research.

Multitenancy Resource Management Existing Fog Computing resources can be vir-
tualized and at the same time allocated to numerous user requests. The current multi-
tenants’ research works do not take into consideration of Fog Computing resource
scheduling of computational tasks and request based on the user application require-
ments (performance degradation, makespan and throughput). This can be carried out
in future researches.

Parameters The parameters used by the implemented techniques to determine their
performance are shown in the table. The choice of the parameters on Cloud-Fog user
perspective or Cloud service provider are not the same. The provider is concerned
more about efficient resource utilization while the users are focused on application
performance. In that regards, the user’s parameters include latency, response time,
execution time, fairness, turnaround time and tardiness, and the provider parameters
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include energy consumption reduction, resource utilization, VM migration, work-
load, budget, and other dependency constraints (death line, reliability and priority
constraint). Not all these parameters were used. There is a need to explore more on
the parameters to see their performances in Cloud—Fog environment.

The Sustainable of the Cloud—Fog Architecture The Fog Computing sustainability
reflects both economic and the effect of the environmental to certain degree. Though,
sustaining the Fog Computing architecture has been struggling with issues such as
the QoS, service availability, energy efficiency, and resource utilization. Additional
research in this domain is highly required for the performance and accomplishment
of Fog Computing. This is because the present research work presents a limited
analysis of sustainability and reliability of the Fog Computing architecture.

Interoperability Itis the ability to share information between systems and application
in a meaningful way. This will enable users to understand why they are receiving and
sending information over the network with different configurations. Although, the
Cloud Computing is already standardized and the operational risk is minimal. Current
future of the Cloud Computing is on the federation of different infrastructure across
different sites. But when they are interacting with Fog nodes that are on premises
platform which are entirely different in terms of processing and storage capabilities.
This shows that the users are now operating in a highly diverse environment, different
facilities located around the world. There is a need to support this diversity in that
environment so that they can run their applications on Cloud environment without
service interruption or resource luck-in. In general, interoperability will allow new
efficiency that will not be interrupted by some constraints from the Fog environment.
Therefore, there is a need to adapt standard or common interface that will create more
innovation, support for different applications by different vendors and data-driven
insight.

6 Conclusion

Energy efficiency is important for Cloud datacenters and Fog Computing. Fog Com-
puting is becoming a desirable answer to application processing issucs in the IoT
paradigm. In this chapter, three parts of the developed model have been explained
which include Cloud-only application module placement and a technique that pushes
applications toward Fog devices. The technique allows the Fog to operate while dis-
connected from a larger network. It also supports the intelligent decision of pro-
cessing, storing, memory, and actuating when enough resources are available. Nev-
ertheless, we recommend that the usage of Cloud Computing paradigm has several
advantages as a support infrastructure and large-scale reasoning, but part of the
control and trust decisions should be shifted to the Fog and allow for innovative
computing applications. The model has been tested using the origin platform. Some
issues related to double and multi-resource constraints have not been addressed in
this work. This limitation will be addressed in future work.
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